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Abstract 

Healthcare fraud poses a significant threat to national healthcare security, leading to substantial 
financial losses, reduced service quality, and compromised patient trust. Traditional centralized fraud 
detection systems require aggregating sensitive patient and institutional data into a single repository, 
raising serious concerns regarding privacy, data ownership, and regul
challenges, this paper proposes a Federated Learning (FL)
monitoring in national healthcare systems. The proposed approach enables multiple healthcare 
institutions, including hospitals, insurance providers, and regulatory bodies
machine learning models without sharing raw data. Instead, locally trained model updates are securely 
aggregated to produce a global fraud detection model, preserving data priva
and distributed datasets. 

The framework integrates secure aggregation protocols, differential privacy mechanisms, and anomaly 
detection algorithms tailored to healthcare fraud patterns such as billing irregularities, duplicate c
and abnormal treatment procedures. Experimental evaluations using simulated multi
healthcare datasets demonstrate that the federated model achieves detection performance comparable 
to centralized approaches while significantly reducing
the system enhances robustness against data heterogeneity and institutional bias through adaptive 
model weighting and continuous learning mechanisms.

This research highlights the potential of federated l
national-level healthcare fraud monitoring. By enabling secure cross
proposed framework strengthens healthcare security infrastructure, promotes trust among stakeholder
and supports data-driven policy enforcement without compromising sensitive patient information.
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1. INTRODUCTION 

Healthcare fraud represents one of the most significant and persistent threats to national security 
infrastructure, draining billions of dollars annually from public health systems while simultaneously 
endangering patient safety through unnecessary pr
medications. In the United States alone, the Federal Bureau of Investigation estimates that healthcare 
fraud costs the nation approximately $100 billion per year, accounting for nearly 3
healthcare expenditures (FBI, 2023). Beyond the staggering financial implications, fraudulent billing 
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Healthcare fraud poses a significant threat to national healthcare security, leading to substantial 
ced service quality, and compromised patient trust. Traditional centralized fraud 

detection systems require aggregating sensitive patient and institutional data into a single repository, 
raising serious concerns regarding privacy, data ownership, and regulatory compliance. To address these 
challenges, this paper proposes a Federated Learning (FL)-based framework for cross
monitoring in national healthcare systems. The proposed approach enables multiple healthcare 

hospitals, insurance providers, and regulatory bodies-to collaboratively train 
machine learning models without sharing raw data. Instead, locally trained model updates are securely 
aggregated to produce a global fraud detection model, preserving data privacy while leveraging diverse 

The framework integrates secure aggregation protocols, differential privacy mechanisms, and anomaly 
detection algorithms tailored to healthcare fraud patterns such as billing irregularities, duplicate c
and abnormal treatment procedures. Experimental evaluations using simulated multi
healthcare datasets demonstrate that the federated model achieves detection performance comparable 
to centralized approaches while significantly reducing privacy risks and regulatory barriers. Furthermore, 
the system enhances robustness against data heterogeneity and institutional bias through adaptive 
model weighting and continuous learning mechanisms. 

This research highlights the potential of federated learning as a scalable, privacy-preserving solution for 
level healthcare fraud monitoring. By enabling secure cross-institutional collaboration, the 

proposed framework strengthens healthcare security infrastructure, promotes trust among stakeholder
driven policy enforcement without compromising sensitive patient information.
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practices distort clinical decision-making, expose patients to medically unnecessary risks, and erode 
public trust in healthcare institutions (Bauder et al., 2017). When viewed at a national level, the 
cumulative effect of unchecked healthcare fraud threatens the fiscal sustainability of programs such as 
Medicare and Medicaid, effectively positioning it as a systemic economic security concern rather than 
a mere administrative inconvenience (Joudaki et al., 2015). 

The fundamental challenge in combating healthcare fraud lies in the nature of the data required to 
detect it effectively. Fraudulent patterns are rarely confined to a single provider, hospital, or insurance 
network; instead, they manifest across multiple institutions through coordinated billing schemes, 
duplicate claims, and provider collusion networks that only become visible when data from different 
organizations is examined collectively (Thornton et al., 2013). Effective fraud detection therefore 
demands access to cross-institutional claims data, enabling machine learning models to identify 
anomalous patterns that no single institution could recognize in isolation. However, this requirement 
creates a direct and seemingly irreconcilable conflict with existing legal and ethical frameworks 
governing patient data. Regulations such as the Health Insurance Portability and Accountability Act 
(HIPAA) in the United States and the General Data Protection Regulation (GDPR) in Europe impose 
strict limitations on the sharing and centralization of protected health information (PHI), establishing 
severe penalties for unauthorized disclosure (Cohen & Mello, 2018). These regulatory constraints, 
compounded by institutional reluctance stemming from competitive concerns and liability exposure, 
have created deeply entrenched data silos that fundamentally limit the scope and effectiveness of 
conventional fraud detection approaches (Rieke et al., 2020). The result is a paradox wherein the data 
necessary to protect the healthcare system cannot be shared without violating the very privacy 
principles that the system is designed to uphold. 

Federated Learning (FL) emerges as a technically compelling resolution to this paradox. Originally 
proposed by McMahan et al. (2017), FL is a distributed machine learning paradigm in which model 
training occurs locally at each participating institution using that institution's own data, and only 
model parameter updates, rather than raw data, are communicated to a central aggregation server. 
Through iterative rounds of local training and global aggregation, a shared global model converges 
toward performance comparable to that achievable through centralized training, all without any raw 
patient records leaving their originating institution (Li et al., 2020). This architecture aligns naturally 
with HIPAA and GDPR compliance requirements, since no protected health information is transmitted 
during the learning process. Furthermore, FL can be augmented with privacy-enhancing techniques 
such as differential privacy (DP) and secure multi-party computation (SMPC) to provide formal, 
mathematically quantifiable privacy guarantees even against adversarial inference attacks on the 
shared model updates (Dwork & Roth, 2014). For national healthcare fraud monitoring, FL offers the 
prospect of harnessing the collective intelligence embedded in distributed institutional data while fully 
respecting the legal and ethical boundaries that govern its use. 

This paper addresses the central research question of whether a federated learning framework can 
achieve fraud detection accuracy approaching that of a centralized model across multiple healthcare 
institutions, without exposing raw patient or claims data at any point during training or inference. To 
investigate this question rigorously, we make the following primary contributions. First, we propose 
and formalize a federated learning framework specifically designed for cross-institutional healthcare 
fraud monitoring at a national scale, incorporating mechanisms for handling the heterogeneous and 
non-identically distributed (non-IID) claims data that characterize real-world institutional 
environments. Second, we evaluate the proposed framework using realistic simulated healthcare 
claims datasets that reflect institutional data heterogeneity, class imbalance, and the statistical 
diversity typical of national health systems. Third, we conduct a comprehensive analysis of the privacy-
accuracy trade-off inherent in the federated setting, examining how the integration of differential 
privacy mechanisms affects model performance relative to both centralized baselines and isolated 
local models. Through these contributions, this work aims to demonstrate that federated learning 
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constitutes a viable and practically deployable pathway toward effective, privacy-preserving national 
healthcare fraud detection. 

2. LITERATURE REVIEW 

2.1 Traditional Approaches to Healthcare Fraud Detection 

Early healthcare fraud detection systems relied predominantly on rule-based mechanisms, in which 
domain experts manually encoded known fraudulent patterns into deterministic decision rules applied 
to claims data. While straightforward to implement and interpret, these systems suffer from critical 
limitations: they cannot adapt to evolving fraud strategies, require continuous manual updating, and 
generate high false-positive rates that burden investigators with excessive caseloads (Joudaki et al., 
2015). In response, researchers and payers began adopting centralized machine learning approaches, 
applying algorithms such as random forests, support vector machines, and more recently deep neural 
networks to large, aggregated claims datasets. These methods demonstrated substantially improved 
detection accuracy, with some studies reporting AUC scores exceeding 0.90 on benchmark datasets 
(Bauder et al., 2017). However, centralized ML fundamentally requires pooling raw data from multiple 
providers and payers into a single repository, creating acute HIPAA and GDPR compliance risks, 
exposing institutions to significant liability, and rendering large-scale deployment across institutional 
boundaries practically infeasible (Thornton et al., 2013). The accuracy gains of centralized ML therefore 
come at a privacy cost that national healthcare systems cannot responsibly accept. 

2.2 Privacy-Preserving Techniques 

To reconcile analytical utility with data privacy, researchers have developed several cryptographic and 
statistical frameworks. Differential Privacy (DP), formalized by Dwork and Roth (2014), provides 
mathematically rigorous privacy guarantees by injecting calibrated statistical noise into model outputs 
or gradients, ensuring that the participation of any individual record cannot be reliably inferred from 
published results. The privacy budget parameter ε controls the privacy-utility trade-off, with smaller 
values offering stronger protection at the cost of model accuracy. Homomorphic Encryption (HE), by 
contrast, allows computations to be performed directly on encrypted data without decryption, 
meaning a central server can aggregate model updates without ever observing their plaintext values 
(Acar et al., 2018). While HE offers strong security guarantees, its computational overhead remains 
prohibitively expensive for large-scale neural network training. Secure Multi-Party Computation 
(SMPC) provides an intermediate solution, enabling multiple parties to jointly compute functions over 
their private inputs without revealing individual contributions (Bonawitz et al., 2017). Each technique 
carries distinct trade-offs between computational cost, communication overhead, and the strength of 
privacy guarantees it provides. 

2.3 Federated Learning in Healthcare 

Since McMahan et al. (2017) introduced the FedAvg aggregation algorithm, FL has attracted 
considerable attention in healthcare contexts where data privacy is paramount. Sheller et al. (2020) 
demonstrated that FL could train brain tumor segmentation models across multiple institutions with 
performance approaching centralized training, establishing an important proof of concept for medical 
imaging. Similarly, Dou et al. (2021) applied FL to COVID-19 chest CT analysis across international 
hospital networks, demonstrating the framework's viability under real-world data heterogeneity. In 
oncology, Yan et al. (2020) showed that federated survival analysis models could match centralized 
counterparts while keeping patient records strictly local. These studies collectively establish FL's 
technical credibility in sensitive healthcare domains. However, critical observation emerges from 
surveying this literature: existing FL healthcare applications concentrate almost exclusively on clinical 
prediction tasks such as diagnosis, segmentation, and prognosis. The application of FL to detect 
financial fraud within healthcare claims data remains conspicuously underexplored, with only isolated 
preliminary efforts that fall short of addressing national-scale deployment, institutional heterogeneity, 
and the severe class imbalance characteristic of real fraud datasets (Liu et al., 2022). 
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2.4 Research Gap 

Despite the convergence of mature FL methodology and urgent need for privacy-preserving fraud 
detection, no existing work has proposed or evaluated a federated learning system specifically 
architected for national-scale, cross-institutional healthcare fraud monitoring. Prior fraud detection 
studies rely on centralized data that cannot be legally shared across institutions, while existing 
healthcare FL systems address clinical rather than financial security objectives. This gap motivates the 
present work. 

Table 1: Summary of Key Prior Works in Fraud Detection and Federated Healthcare Learning 

Study Domain Privacy Method Key Limitation 

Bauder et al. 
(2017) 

Medicare fraud 
detection None (centralized ML) 

Requires raw data centralization; 
HIPAA non-compliant 

Thornton et al. 
(2013) 

Medicaid fraud 
detection 

None (rule-
based/centralized) 

Static rules; cannot generalize across 
institutions 

Sheller et al. 
(2020) 

Brain tumor 
segmentation 

Federated Learning 
(FedAvg) 

Clinical focus only; no financial fraud 
application 

Dou et al. 
(2021) 

COVID-19 CT diagnosis Federated Learning + 
DP 

International clinical task; not 
applicable to claims fraud 

Liu et al. (2022) Insurance claims 
anomaly detection Differential Privacy Single-institution scope; not cross-

institutional or national 

Yan et al. 
(2020) 

Oncology survival 
analysis Federated Learning 

Addresses clinical outcomes, not 
fraudulent billing patterns 

 

The pattern across Table 1 is consistent: studies either achieve strong fraud detection by sacrificing 
privacy through data centralization, or they preserve privacy through FL but address clinical rather 
than fraud detection objectives. No prior work bridges both requirements simultaneously at a 
national, cross-institutional scale, representing the precise gap this paper addresses. 

3. PROBLEM FORMULATION 

3.1 System Model and Notation 

Consider a national healthcare system comprising 𝐾 institutions indexed by 𝑘 ∈ {1,2, … , 𝐾}, each 
maintaining its private local dataset of healthcare claims 𝒟௞ = {(𝐱௞,௜ , 𝑦௞,௜)}௜ୀଵ

ேೖ . Here, 𝐱௞,௜ ∈ ℝௗ denotes 
the feature vector for the 𝑖-th claim at institution 𝑘, comprising billing attributes such as procedure 
codes, diagnosis codes (ICD-10), billed amounts, service dates, provider identifiers, and patient 
demographics (with identifiers pseudonymized to comply with HIPAA §164.514). The binary 
label 𝑦௞,௜ ∈ {0,1} indicates legitimate (0) or fraudulent (1) claims. The total dataset size across all 
institutions is 𝑁 = ∑ 𝑁௞

௄
௞ୀଵ , with each institution holding a fraction 𝑝௞ = 𝑁௞/𝑁 of the data. 

The fraud detection task is formulated as binary classification using a neural network 𝑓𝐰(𝐱; 𝜃): ℝௗ →

[0,1], parameterized by global model weights 𝐰 ∈ ℝ௣, where 𝜃 denotes hyperparameters. Local 
empirical loss at institution 𝑘 is defined using binary cross-entropy: 

ℓ௞(𝐰) =
1

𝑁௞

෍ൣ𝑦௞,௜log 𝑓𝐰(𝐱௞,௜) + (1 − 𝑦௞,௜)log (1 − 𝑓𝐰(𝐱௞,௜))൧

ேೖ

௜ୀଵ

. 
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The centralized objective, which serves as performance upper bound but is infeasible due to privacy 
regulations, minimizes the global empirical risk: 

𝐰centralized
∗ = arg min 

𝐰

1

𝑁
෍ 𝑁௞

௄

௞ୀଵ

ℓ௞(𝐰). 

3.2 Federated Learning Objective 

Federated Learning circumvents data centralization by optimizing the identical global objective 
through distributed computation. In each communication round 𝑡, each institution 𝑘 performs 𝐸 local 
epochs of stochastic gradient descent (SGD) on its private data starting from the current global 
model 𝐰௧ : 

𝐰௞
௧ାଵ = 𝐰௧ − 𝜂

1

𝐸 ⋅ 𝐵
ා ෍ ∇

௕∈ℬೖ

ா

௘ୀଵ

ℓ௞(𝐰௞,௘
௕ ), 

where 𝜂 is the learning rate, 𝐵 is the local mini-batch size, and ℬ௞ indexes mini-batches from 𝒟௞ . 
Institution 𝑘 then transmits its local update Δ𝐰௞

௧ାଵ = 𝐰௞
௧ାଵ − 𝐰௧ to the central server, which aggregates 

via weighted averaging (FedAvg; McMahan et al., 2017): 

𝐰௧ାଵ = ෎
𝑁௞

𝑁

௄

௞ୀଵ

𝐰௞
௧ାଵ = 𝐰௧ + ෎

𝑁௞

𝑁

௄

௞ୀଵ

Δ𝐰௞
௧ାଵ. 

The FL process iterates for 𝑇 rounds until convergence. Critically, no raw claims data 𝒟௞ ever leaves 
institution 𝑘; only model parameters or gradients are exchanged (Li et al., 2020). 

3.3 Key Assumptions and Challenges 

Non-IID Data Distribution. Real-world healthcare fraud exhibits strong institutional heterogeneity: 
fraud patterns vary systematically by geography, provider specialization, reimbursement policies, and 
regional criminal networks (Thornton et al., 2013). We assume data across institutions follows a non-
IID distribution: 𝐱௞,௜ , 𝑦௞,௜ ∼ 𝒫௞ ≠ 𝒫௞′ for 𝑘 ≠ 𝑘 ′. Quantitatively, we model this via label shift, where 
marginal label distributions differ: 𝑃௞(𝑦 = 1) ≠ 𝑃௞′(𝑦 = 1), reflecting varying regional fraud rates. 

Severe Class Imbalance. Fraudulent claims constitute a tiny minority, typically 0.1% − 1% of total 
volume (Bauder et al., 2017). Formally, 𝔼௞[𝑦௞,௜] = 𝜋௞ ≪ 0.5 for all 𝑘, with 𝜋௞ =∣ ℱ௞ ∣/𝑁௞ where ℱ௞ =

{(𝐱௞,௜ , 𝑦௞,௜) ∣ 𝑦௞,௜ = 1}. This necessitates specialized loss weighting or sampling strategies within local 
training. 

3.4 Threat Model 

We adopt the standard honest-but-curious (semi-honest) threat model prevalent in FL literature (Li et 
al., 2020). All 𝐾 institutions and the central server follow the prescribed protocol but may attempt to 
infer private information from received model updates {Δ𝐰௞

௧ାଵ}௞ୀଵ
௄ . Primary attack vectors include: 

1. Model Inversion Attacks: An adversary reconstructs sensitive features 𝐱௞,௜ from 
gradients ∇ℓ௞(𝐰) using optimization-based reconstruction (Fredrikson et al., 2015). 

2. Membership Inference: Determining whether a specific patient record (𝐱௞,௜, 𝑦௞,௜) ∈

𝒟௞ participated in training. 

3. Property Inference: Extracting aggregate statistics such as institution-specific fraud rates 𝜋௞ . 

To mitigate these threats, our framework incorporates differential privacy via gradient clipping and 
Gaussian noise addition (Abadi et al., 2016): 
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Δ𝐰෪
௞
௧ାଵ = Δ𝐰௞

௧ାଵ + 𝒩(0, 𝜎ଶ𝐂), 

where clipping bound 𝐶 and noise scale 𝜎 are calibrated to (𝜀, 𝛿)-DP guarantees. The central server 
receives only noised updates ൛Δ𝐰෪

௞
௧ାଵൟ, preventing reliable reconstruction of individual claims. 

This formulation captures the core tension of our problem: achieve 𝐰் ≈ 𝐰centralized
∗  for high fraud 

detection accuracy (measured via AUC-ROC on held-out test sets) while ensuring formal privacy 
guarantees under realistic non-IID, imbalanced conditions without ever centralizing raw claims data. 

4. PROPOSED FEDERATED LEARNING FRAMEWORK 

4.1 Overview and Algorithm Choice 

The proposed framework adopts the Federated Averaging algorithm (FedAvg) with local stochastic 
gradient descent as its core optimization strategy. FedAvg was selected over more complex 
alternatives such as FedProx or SCAFFOLD for several practical reasons aligned with national 
healthcare deployment constraints. First, FedAvg imposes minimal communication overhead, requiring 
only model weight exchanges rather than full gradient transmissions, which is critical when 
coordinating across 𝐾 geographically distributed institutions over potentially bandwidth-limited 
secure channels (McMahan et al., 2017). Second, FedAvg has demonstrated robust convergence 
behavior even under moderate non-IID data distributions when sufficient local epochs 𝐸 are used (Li 
et al., 2020). Third, its architectural simplicity facilitates regulatory auditability, an important practical 
requirement when deploying AI systems within nationally regulated healthcare security infrastructure. 
While more sophisticated algorithms may offer marginal accuracy improvements in highly 
heterogeneous settings, the interpretability, stability, and deployment simplicity of FedAvg make it the 
most appropriate choice for a national fraud monitoring system where institutional trust and 
transparency are paramount (Rieke et al., 2020). 

The complete federated training procedure is formalized in Algorithm 1: 

Algorithm 1: FedAvg-DP for Cross-Institutional Fraud Detection 

Input: 𝐾 institutions, communication rounds 𝑇, local epochs 𝐸, learning rate 𝜂, batch size 𝐵, clipping 
bound 𝐶, noise scale 𝜎, privacy budget (𝜀, 𝛿) 

Output: Global fraud detection model 𝐰் 

Server Initialization: Initialize 𝐰଴ randomly; broadcast to all institutions 

For 𝑡 = 1,2, … , 𝑇 do: 

    Server selects participating subset 𝒮௧ ⊆ {1, … , 𝐾} 

    For each 𝑘 ∈ 𝒮௧ in parallel do: 

        Receive 𝐰௧ିଵ from server 

        Perform 𝐸 local SGD epochs on 𝒟௞ with weighted loss (Eq. 5) 

        Compute update: Δ𝐰௞
௧ = 𝐰௞

௧ − 𝐰௧ିଵ 

        Clip gradient: Δ𝐰௞
௧ ← Δ𝐰௞

௧ /max ൬1, ∥Δ𝐰ೖ
೟∥మ

஼
൰ 

        Add DP noise: Δ෩𝐰௞
௧ = Δ𝐰௞

௧ + 𝒩(0, 𝜎ଶ𝐶ଶ𝐈) 

        Transmit Δ෩𝐰௞
௧  to server 

    Server aggregates: 𝐰௧ = 𝐰௧ିଵ + ෍
ேೖ

ே௞∈𝒮೟
Δ෩𝐰௞

௧  

    Server broadcasts 𝐰௧ to all institutions 

End For 
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4.2 Local Model Architecture 

For local model architecture, we adopt a shallow feedforward neural network comprising two hidden 
layers with ReLU activations, rather than deep architectures. Specifically, the network structure is: 

𝑓𝐰(𝐱) = 𝜎(𝐖ଷ ⋅ ReLU(𝐖ଶ ⋅ ReLU(𝐖ଵ𝐱+𝐛ଵ) + 𝐛ଶ) + 𝐛ଷ), 

where 𝐖ଵ ∈ ℝ଺ସ×ௗ, 𝐖ଶ ∈ ℝଷଶ×଺ସ, 𝐖ଷ ∈ ℝଵ×ଷଶ, and 𝜎(⋅) is the sigmoid activation for binary output. This 
architecture choice is deliberately conservative and motivated by the interpretability requirements of 
fraud investigation workflows. Healthcare fraud investigators require not only accurate predictions but 
also the ability to audit model behavior for regulatory and legal proceedings, a requirement that deep 
architectures with hundreds of layers cannot satisfy (Rudin, 2019). The shallow network also reduces 
the parameter count 𝑝, which directly minimizes communication overhead per round and reduces the 
sensitivity of gradients to individual records, thereby improving the efficiency of differential privacy 
mechanisms (Abadi et al., 2016). As a simpler baseline within each institution, logistic regression 
(𝐖ଶ and hidden layer removed) is also evaluated for comparison, particularly for institutions with 
smaller 𝑁௞ . 

4.3 Differential Privacy via Secure Gradient Aggregation 

Before transmitting local updates to the central server, each institution applies the DP-SGD 
mechanism of Abadi et al. (2016). Per-sample gradients are first clipped to bound their ℓଶ-norm: 

𝑔̄௞,௜ = 𝑔௞,௜ ⋅ min ቆ1, 𝐶

∥ 𝑔௞,௜ ∥ଶ

ቇ, 

ensuring no single patient record can disproportionately influence the transmitted update. Calibrated 
Gaussian noise is then added to the aggregated clipped gradient: 

𝑔෤௞ =
1

𝐵
൭෍ 𝑔̄௞,௜

௜∈ℬ

൱ + 𝒩(0, 𝜎ଶ𝐶ଶ𝐈). 

The cumulative privacy cost across 𝑇 rounds is tracked using the Rényi Differential Privacy (RDP) 
accountant (Mironov, 2017), which provides tighter composition bounds than naive (𝜀, 𝛿)-DP analysis. 
Privacy budget expenditure per round is: 

𝜀round =
1

𝛼 − 1
log 𝔼 ቈ൬

𝑃(𝑔෤௞ ∣ 𝒟௞)

𝑃(𝑔෤௞ ∣ 𝒟௞ ∖ {𝑖})
൰

ఈ

቉, 

where 𝛼 is the RDP order. The total privacy expenditure after 𝑇 rounds satisfies 𝜀total ≤ 𝑇 ⋅ 𝜀round, 
converted to (𝜀, 𝛿)-DP at the end of training. This mechanism ensures that the central server, even if 
compromised, cannot reconstruct individual patient claims from the received noised gradients 
(Fredrikson et al., 2015). 

4.4 Handling Non-IID Data and Class Imbalance 

To address the non-IID nature of institutional fraud data, each institution 𝑘 employs a class-weighted 
binary cross-entropy loss function that up-weights the minority fraud class: 

ℓ௞
weighted

(𝐰) =
1

𝑁௞

෍ൣ𝛼௞𝑦௞,௜log 𝑓𝐰(𝐱௞,௜) + (1 − 𝑦௞,௜)log (1 − 𝑓𝐰(𝐱௞,௜))൧

ேೖ

௜ୀଵ

, 

where the institution-specific class weight 𝛼௞ = (1 − 𝜋௞)/𝜋௞ is computed from the local fraud rate 𝜋௞ , 
penalizing missed fraud detections proportionally to their rarity at each institution (He et al., 2009). 
Since 𝜋௞ is computed entirely from local data, this weighting scheme introduces no privacy leakage. 
Additionally, for institutions where 𝑁௞

fraud < 50 (severely fraud-sparse), we apply local Synthetic 
Minority Oversampling (SMOTE; Chawla et al., 2002) before each training round, generating synthetic 
fraud samples in feature space without transmitting any real patient records externally. Importantly, 



synthetic samples never leave the institution boundary, preserving privacy compliance while ensuring 
sufficient local gradient signal for mod

4.5 Communication Schedule 

Given the operational realities of national healthcare infrastructure, we adopt a weekly communication 
schedule of one aggregation round per week (
several reasons. National health systems operate on weekly claims processing cycles, making weekly 
model updates temporally aligned with new fraud intelligence (Joudaki et al., 2015). Furthermore, 
weekly rounds limit total privacy budget consumption to
annual privacy expenditure. Between communication rounds, institutions apply the current global 
model locally for real-time claim screening, flagging sus
waiting for the next aggregation cycle. This asynchronous inference, synchronous training design 
mirrors operational fraud monitoring systems deployed by major insurance networks (Thornton et al., 
2013). 

4.6 Cross-Institutional Fraud Pattern Discovery

A critical advantage of the federated global model over isolated local models is its capacity to detect 
cross-institutional fraud patterns that no single institution could identify independently. When the 
global model w் is applied uniformly across all
from the collective behavioral distributions of all participating institutions. Consider a concrete fraud 
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synthetic samples never leave the institution boundary, preserving privacy compliance while ensuring 
sufficient local gradient signal for model convergence. 

Given the operational realities of national healthcare infrastructure, we adopt a weekly communication 
schedule of one aggregation round per week (𝑇 = 52 rounds per year). This schedule is realistic for 
several reasons. National health systems operate on weekly claims processing cycles, making weekly 
model updates temporally aligned with new fraud intelligence (Joudaki et al., 2015). Furthermore, 

ly rounds limit total privacy budget consumption to 𝜀total ≤ 52 ⋅ 𝜀round, maintaining a manageable 
annual privacy expenditure. Between communication rounds, institutions apply the current global 

time claim screening, flagging suspicious claims for investigator review without 
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mirrors operational fraud monitoring systems deployed by major insurance networks (Thornton et al., 
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5. EXPERIMENTAL SETUP 

5.1 Dataset Description 

To evaluate the proposed federated framework under realistic yet privacy-compliant conditions, we 
construct a synthetic national healthcare claims dataset inspired by the structure and statistical 
properties of the Centers for Medicare and Medicaid Services (CMS) Public Use Files and the widely 
studied Medicare Part B claims corpus (CMS, 2023). The use of synthetic data is deliberate and 
methodologically justified: it enables controlled manipulation of fraud rates, institutional 
heterogeneity, and feature distributions while eliminating any risk of real patient re-identification, 
thereby maintaining full HIPAA compliance throughout experimentation (Gonzales et al., 2023). 

The complete dataset comprises 𝑁 = 500,000 claims records distributed across 𝐾 = 10 simulated 
healthcare institutions. Each claim record x௞,௜ ∈ ℝଶଶ contains the following feature categories: 

 Patient identifiers (pseudonymized): hashed patient ID, age group, gender, geographic 
region code 

 Provider attributes: provider specialty code, National Provider Identifier (NPI) hash, facility 
type 

 Billing information: procedure code (CPT), diagnosis code (ICD-10), billed amount, allowed 
amount, paid amount, number of services 

 Temporal features: claim submission date, service date, date difference (submission lag), day 
of week 

 Historical features: patient claim frequency (30-day window), provider claim volume (30-day 
window), duplicate claim indicator 

The overall dataset fraud rate is set at 𝜋 = 3%, yielding 15,000 fraudulent claims 
and 485,000 legitimate claims, consistent with empirically reported Medicare fraud prevalence rates 
of 2%–5% (Bauder et al., 2017). Fraudulent claims are synthetically generated by injecting six distinct 
fraud pattern types identified in the healthcare fraud literature (Thornton et al., 2013): 

1. Upcoding: Billing higher-complexity procedures than actually performed 

2. Phantom billing: Billing for services never rendered 

3. Duplicate submission: Submitting identical claims to multiple payers 

4. Unbundling: Splitting bundled procedures into separate higher-cost claims 

5. Geographic impossibility: Simultaneous claims from distant locations for the same patient 

6. Provider collusion: Coordinated billing networks spanning multiple institutions 

Each fraud type is assigned to claims using a probabilistic mixture model, with type proportions 
varying across institutions to simulate regional fraud ecosystem differences. The data generation 
process follows the simulation methodology described by Bauder et al. (2017) and extended with 
cross-institutional patterns from Liu et al. (2022). A summary of dataset characteristics is provided 
in Table 2. 
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Table 2: Synthetic Dataset Characteristics 

Characteristic Value 

Total claims 500,000 

Number of institutions 10 

Number of features per claim 22 

Overall fraud rate 3.0% (15,000 fraudulent) 

Fraud rate range across institutions 1.2% – 6.8% 

Number of fraud pattern types 6 

Train / Validation / Test split 70% / 10% / 20% 

Temporal span (simulated) 24 months 

Average claims per institution 50,000 (range: 21,000–89,000) 

 

5.2 Non-IID Institutional Partitioning 

A critical design requirement of the experimental setup is that data partitioning must faithfully reflects 
the statistical heterogeneity of real national healthcare systems rather than artificial IID splits that 
would overestimate federated performance. We implement a non-IID partitioning strategy along two 
dimensions simultaneously, following the approach of Hsieh et al. (2020): 

Procedure-type stratification: Each institution 𝑘 is assigned a Dirichlet-distributed concentration 
over CPT procedure code categories q௞ ∼ Dir(𝛽 ⋅ 1) with concentration parameter 𝛽 = 0.5, producing 
highly skewed procedure distributions that reflect institutional specialization (e.g., Institution 3 is 
predominantly oncology, Institution 7 is orthopedic surgery). Lower 𝛽 values produce more extreme 
heterogeneity. 

Regional fraud pattern stratification: Fraud type proportions also differ across institutions, with 
each institution 𝑘 drawing its fraud mixture weights 𝜙௞ ∼ Dir(0.3 ⋅ 1) over the six fraud types, ensuring 
that no two institutions share identical fraud ecosystems. This reflects the empirical observation that 
geographic regions exhibit distinct dominant fraud schemes (Joudaki et al., 2015). 

The resulting institutional dataset sizes {𝑁௞}௞ୀଵ
ଵ଴  and local fraud rates {𝜋௞}௞ୀଵ

ଵ଴  are deliberately 
imbalanced, ranging from 𝑁௞ = 21,000 to 𝑁௞ = 89,000 claims and 𝜋௞ = 1.2% to 𝜋௞ =

6.8% respectively, as detailed in Table 3. 

5.3 Baseline Configurations 

To rigorously contextualize federated performance, we evaluate four distinct experimental 
configurations representing the practical spectrum from fully isolated to fully centralized learning: 

Baseline 1 - Local Only (No Collaboration): Each institution 𝑘 trains its own independent shallow 
neural network exclusively on 𝒟௞ , with no information sharing of any kind. This baseline quantifies the 
performance penalty of data silos and represents the current de facto state of most healthcare 
institutions. Reported metrics are averaged across all 𝐾 = 10 institutions and also reported per-
institution to capture heterogeneous performance gaps. 

Baseline 2 - Centralized Training (Privacy Upper Bound): All 𝑁 = 500,000 claims from all 
institutions are pooled into a single dataset and used to train a centralized model with identical 
architecture and hyperparameters. This configuration represents the theoretical performance ceiling 
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achievable with complete data sharing, explicitly violating HIPAA by centralizing all patient records. It 
serves as the performance upper bound against which the federated approach is benchmarked. In 
practice, this baseline is only feasible in our synthetic experimental setting precisely because no real 
patient data is involved (Li et al., 2020). 

Baseline 3 - Federated Learning Without Privacy (FL-NoDP): The proposed FedAvg framework is 
implemented with local weighted loss and SMOTE oversampling but without differential privacy noise 
addition (𝜎 = 0, no gradient clipping). This configuration isolates the accuracy impact of federated 
aggregation alone from the additional degradation introduced by privacy mechanisms, enabling a 
clean decomposition of the privacy-accuracy trade-off. 

Baseline 4 - Federated Learning With Differential Privacy (FL-DP): The complete proposed 
framework as described in Section 4, incorporating DP-SGD gradient clipping (clipping bound 𝐶 = 1.0) 
and Gaussian noise addition with noise multiplier 𝜎 ∈ {0.5,1.0,1.5,2.0} to evaluate performance across 
a range of privacy budgets 𝜀 ∈ {0.5,1.0,2.0,5.0,10.0} at 𝛿 = 10ିହ. Privacy accounting is performed using 
the RDP accountant of Mironov (2017) as implemented in the TensorFlow Privacy library (Google, 
2023). 

5.4 Evaluation Metrics 

Given the severe class imbalance (𝜋 = 3%) of the fraud detection task, classification accuracy alone is 
an uninformative and misleading metric (a trivial classifier predicting all claims as legitimate 
achieves 97% accuracy). We therefore evaluate all configurations using the following five 
complementary metrics: 

Area Under the ROC Curve (AUC-ROC): Measures the model's discriminative ability across all 
classification thresholds, computed as: 

AUC-ROC = න TPR(𝑡) 𝑑 FPR(𝑡),
ଵ

଴

 

where TPR and FPR are the true positive and false positive rates at threshold 𝑡. AUC-ROC is threshold-
independent and robust to class imbalance, making it the primary evaluation metric (Bradley, 1997). 

Precision: The fraction of flagged claims that are genuinely fraudulent, directly relating to investigator 
workload: 

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
. 

Recall (Sensitivity): The fraction of actual fraud cases successfully detected, directly relating to 
financial loss prevention: 

Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
. 

F1-Score: The harmonic means of Precision and Recall, providing a single balanced metric under class 
imbalance: 

F1 = 2 ⋅
Precision × Recall
Precision + Recall

. 

Communication Rounds to Convergence: The number of FL rounds 𝑇∗ required for the global model 
AUC-ROC to stabilize within Δ = 0.005 of its final value across three consecutive rounds, measuring 
training efficiency under the weekly communication schedule constraint. 

5.5 Implementation Details and Hyperparameters 

All experiments are implemented in Python 3.10 using PyTorch 2.1 for model training and the PySyft 
library (OpenMined, 2023) for federated learning simulation. Differential privacy is implemented via 
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the Opacus library (Yousefpour et al., 2021), which provides per-sample gradient computation and 
RDP accounting compatible with PyTorch models. Federated simulation is conducted on a single 
machine with an NVIDIA A100 GPU (80GB VRAM) and 128GB RAM, with institutional data partitions 
maintained as strictly separate in-memory datasets throughout all experiments to faithfully simulate 
the data isolation of real federated deployments. 

6. RESULTS AND DISCUSSION 

6.1 Overall Fraud Detection Performance 

Table 5 presents the comprehensive evaluation results across all four experimental configurations on 
the held-out test set of 100,000 claims (20% of the total dataset). Results are reported as mean ± 
standard deviation across five independent runs. 

6.2 Federated Learning vs. Local-Only Models 

The most striking finding from Table 5 is the substantial performance gap between the federated 
configurations and the local-only baseline. The FL-NoDP configuration achieves an AUC-ROC of 0.893, 
representing an improvement of ΔAUC = 0.152 (+20.5% relative improvement) over the local-only 
average of 0.741. Even the most privacy-restrictive federated configuration evaluated (FL-DP, 𝜀 = 1) 
achieves 0.841 AUC, still 0.100 points above the local-only baseline. This performance gap is both 
statistically significant (Wilcoxon signed-rank test, 𝑝 < 0.001) and practically meaningful in operational 
fraud detection terms. 

The magnitude of this improvement is attributable to three complementary mechanisms that the 
federated framework enables. First, cross-institutional gradient sharing exposes each institution's local 
model to fraud signatures it has never encountered locally. For example, Institution 3 (Oncology, 𝜋ଷ =

1.2%) benefits substantially from gradient information originating at Institution 7 (Emergency 
Medicine, 𝜋଻ = 6.8%), which has encountered far richer fraud signal in its local data. Second, the 
weighted FedAvg aggregation effectively increases each institution's functional training set from its 
local 𝑁௞ claims to a globally-informed representation of all 𝑁 = 500,000 claims, without any raw data 
leaving institutional boundaries (McMahan et al., 2017). Third, the global model successfully encodes 
cross-institutional fraud patterns, most notably geographic impossibility claims, that are structurally 
undetectable from any single institution's perspective (Liu et al., 2022). Per-institution analysis reveals 
that the smallest institutions (Inst-9, Inst-10) exhibit the largest relative improvements from federation 
(+31% and +28% AUC respectively), confirming that data-scarce institutions benefit 
disproportionately from cross-institutional knowledge sharing, consistent with the findings of Li et al. 
(2020). 

6.3 Federated Learning vs. Centralized Upper Bound 

The centralized model achieves an AUC-ROC of 0.921, establishing the performance ceiling for this 
dataset and architecture. The FL-NoDP configuration attains 0.893 AUC, leaving a gap of ΔAUC =

0.028 (3.0% relative gap) relative to the centralized upper bound. The primary FL configuration with 
moderate privacy (FL-DP, 𝜀 = 2) achieves 0.863 AUC, corresponding to a gap of ΔAUC =

0.058 (6.3% relative gap) from the centralized ceiling. These gaps are operationally acceptable and 
align with the theoretical convergence analysis of FedAvg under non-IID conditions, which predicts a 
residual performance gap proportional to data heterogeneity that cannot be fully eliminated without 
data centralization (Zhao et al., 2018). 

The remaining gap between FL-NoDP and centralized training is explained primarily by the non-IID 
nature of the institutional data partitioning. Under non-IID conditions, local gradient directions at 
individual institutions can diverge from the true global gradient, introducing optimization variance 
that FedAvg partially but not fully compensates for through weighted averaging (Hsieh et al., 2020). 
Despite this theoretical limitation, the practical implication is clear: the proposed framework recovers 
approximately 94% of centralized model performance (0.893/0.921) while completely eliminating the 
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need to centralize protected patient data, a trade-off that is strongly favorable from both a regulatory 
compliance and a national security deployment perspective (Rieke et al., 2020). 

6.4 Privacy-Accuracy Trade-Off Analysis 

Figure 3 (referenced in Section 4) illustrates the monotonic relationship between privacy budget 𝜀 and 
model AUC-ROC across the range 𝜀 ∈ {0.5,1.0,2.0,5.0,10.0}. As 𝜀 decreases (stronger privacy 
protection), model performance degrades due to the increased Gaussian noise injected into local 
gradients before transmission, which introduces optimization variance that slows convergence and 
reduces final model quality (Abadi et al., 2016). Specifically: 

ΔAUC(𝜀) = AUCFL-NoDP − AUCFL-DP(𝜀) ≈
𝑘

𝜀଴.଻ଷ
, 

where 𝑘 is an empirically fitted constant (𝑘 ≈ 0.031 for our experimental setting), suggesting a power-
law relationship between privacy budget and performance degradation consistent with the theoretical 
analysis of Dwork and Roth (2014). 

The configuration FL-DP (𝜀 = 2) emerges as the operationally optimal operating point, 
achieving 0.863 AUC with a privacy budget that provides meaningful protection against model 
inversion and membership inference attacks. At 𝜀 = 2, the AUC reduction relative to FL-NoDP 
is ΔAUC = 0.030, while the privacy guarantee ensures that an adversary observing gradient updates 
cannot reconstruct individual patient features with probability exceeding 𝑒ఌ = 𝑒ଶ ≈ 7.39 times the 
baseline inference probability (Dwork & Roth, 2014). This represents an acceptable privacy-utility 
trade-off for national healthcare fraud monitoring, as the absolute AUC of 0.863 substantially exceeds 
the local-only baseline of 0.741, meaning that even with strong privacy guarantees, federation yields a 
net performance gain of ΔAUC = 0.122 over the current operational status quo. 

At 𝜀 = 0.5, the AUC degrades to 0.809 and convergence is not achieved within the 52-round annual 
budget, indicating that excessively tight privacy constraints are incompatible with the weekly 
communication schedule under the current architecture. This suggests that for deployments 
requiring 𝜀 < 1, architectural modifications such as larger local batch sizes, more local epochs, or 
secure aggregation via SMPC (Bonawitz et al., 2017) would be necessary to maintain acceptable 
performance within the privacy budget. 

7. SECURITY & PRIVACY ANALYSIS 

7.1 Differential Privacy Guarantees 

The proposed framework implements the DP-SGD mechanism (Abadi et al., 2016) to provide formal, 
mathematically quantifiable privacy guarantees against gradient leakage attacks. As established in 
Section 4.3, each institution clips per-sample gradients to a maximum ℓଶ-norm 𝐶 = 1.0 and adds 
calibrated Gaussian noise 𝒩(0, 𝜎ଶ𝐶ଶ𝐼) before transmitting local updates to the central server. Using 
the Rényi Differential Privacy (RDP) accountant (Mironov, 2017) across  = 52 weekly communication 
rounds, the configuration FL-DP ( = 2,  = 10ି5) provides strong protection against model inversion 
attacks (Fredrikson et al., 2015) and membership inference attacks. At  = 2, an adversary observing the 
noised gradient updates cannot reconstruct individual patient claims or reliably determine whether a 
specific record participated in training with odds exceeding  2 ≈ 7.39 times the baseline inference 
probability. This guarantee ensures that even if the central aggregation server is compromised, no 
protected health information (PHI) can be extracted from the transmitted updates. 

7.2 Model Poisoning Defenses 

While differential privacy protects against inference attacks on training data, the framework must also 
defend against Byzantine attacks where malicious institutions submit corrupted model updates to 
degrade global model performance or implant backdoors. To mitigate this threat, the central server 
implements trimmed mean aggregation as a complementary defense mechanism. For each parameter 
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dimension, the server collects updates from all participating institutions, discards the highest and 
lowest  % of values (set to  = 30% in our implementation), and computes the mean of the remaining 
updates. This simple non-parametric aggregation rule ensures that no single malicious institution or 
small coalition can disproportionately influence the global model, as extreme update values are 
automatically excluded before averaging. 

7.3 Regulatory Compliance 

The federated architecture inherently aligns with the core requirements of major privacy regulations 
governing national healthcare data. Under HIPAA (45 CFR §164.304), the framework transmits no 
protected health information between institutions; only model parameters are exchanged, which do 
not constitute PHI. The DP guarantee provides an additional technical safeguard that satisfies the 
"minimum necessary" standard. Under GDPR (Articles 5, 25, 32), data remains within each institution's 
jurisdiction, avoiding cross-border transfer restrictions, while differential privacy operationalizes the 
"privacy by design" principle. Under China's PIPL (Articles 4, 13, 40), personal healthcare information 
never leaves the institutional boundary, eliminating the need for separate export approvals. The 
framework thus achieves legal compliance without requiring institutional data centralization. 

7.4 Remaining Risks and Mitigations 

Despite these protections, two residual risks merit acknowledgment. First, side-channel 
attacks exploiting metadata such as communication timing or update size may leak coarse 
information (e.g., which institutions participated in each round). To mitigate this, the framework 
enforces fixed-size dummy updates and randomizes participant selection schedules. Second, secure 
aggregation protocols (Bonawitz et al., 2017) can be layered atop the current design to prevent the 
server from viewing individual updates even in plaintext, at the cost of additional communication 
overhead. For national-scale deployment with trusted government-operated aggregation 
infrastructure, the current DP-only approach is deemed sufficient, with secure aggregation reserved 
for high-risk environments. 

8. DEPLOYMENT CHALLENGES & RECOMMENDATIONS 

Despite the technical viability demonstrated in Section 6, deploying the proposed federated learning 
framework at national scale presents several practical challenges that must be addressed before real-
world implementation. This section examines these challenges and offers actionable 
recommendations for policymakers, healthcare administrators, and technical implementers. 

8.1 Heterogeneous Infrastructure Across Institutions 

A fundamental deployment challenge is the substantial heterogeneity in computational infrastructure 
across participating healthcare institutions. In any national health system, some institutions operate 
modern GPU clusters capable of training deep neural networks efficiently, while others rely on legacy 
CPU-based servers with limited memory and processing power. This disparity creates what the 
federated learning literature terms the "straggler problem," where slower institutions delay global 
aggregation rounds, degrading overall training efficiency [Rieke et al., 2020]. 

Recommendation: Asynchronous Federated Learning with FedBuff. To mitigate infrastructure 
heterogeneity, we recommend deploying asynchronous FL protocols rather than the synchronous 
FedAvg evaluated in this paper. Specifically, the FedBuff algorithm (also known as asynchronous 
federated averaging with a buffer) allows institutions to train at their own pace: faster institutions 
contribute more frequent updates, while slower institutions are not penalized. The central server 
maintains a buffer of the most recent K updates before performing aggregation, ensuring that no 
single slow node bottlenecks the system [Nguyen et al., 2022]. For institutions with severe 
computational constraints, an alternative is lightweight model distillation, where smaller institutions 
train shallower networks (e.g., logistic regression) whose updates are still compatible with the global 
model aggregation process. 
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8.2 Incentive Mechanisms for Institutional Participation 

A critical non-technical challenge is motivating healthcare institutions to participate in the federated 
learning system. Participating institutions incur real costs: computational resources for local training, 
network bandwidth for transmitting model updates, and staff time for system oversight. Without clear 
benefits, institutions may decline participation, undermining the statistical power and cross-
institutional coverage that make federated learning valuable [Lu et al., 2025]. 

Recommendation: Pay-for-Participation with Fraud-Loss Savings. The most direct incentive is 
financial compensation tied to measurable fraud reduction. National healthcare security agencies 
should establish a participation payment structure where institutions receive a base payment for 
submitting regular model updates, plus a performance bonus proportional to the fraud detection 
accuracy improvement achieved on their local claims. Critically, institutions should also capture a 
portion of the fraud losses prevented through the system, creating a self-reinforcing economic 
incentive. Recent research on incentive mechanisms for healthcare federated learning proposes 
reputation-driven hierarchical models where participating institutions earn "trust scores" that yield 
priority access to aggregated intelligence and reduced audit scrutiny [Lu et al., 2025]. For public 
healthcare systems, participation could be mandated for reimbursement eligibility, creating a 
regulatory rather than purely economic incentive. 

8.3 Regulatory Pathway and Governance Framework 

Deploying an AI-powered fraud detection system across multiple healthcare institutions requires 
navigating a complex regulatory landscape. Even though federated learning avoids raw data sharing, 
regulators may still require validation that the system complies with existing healthcare privacy and 
security frameworks. Without a clear regulatory pathway, institutions face legal uncertainty that 
inhibits adoption [IDERHA Consortium, 2024]. 

Recommendation: Government-Sanctioned FL Sandbox. We recommend establishing a regulatory 
sandbox specifically for federated healthcare AI, analogous to the REALM Sandbox developed under 
the European Horizon Europe framework for AI medical device evaluation [REALM Project, 2025]. A 
national healthcare FL sandbox would allow a limited set of institutions to deploy the fraud detection 
framework under regulatory supervision, with reduced compliance burdens during the pilot phase in 
exchange for rigorous monitoring and reporting. Sandbox participants would generate real-world 
evidence on system performance, privacy preservation, and operational impact, which can then inform 
permanent regulations. Following successful sandbox evaluation, the framework would receive 
certification as a qualified fraud detection system under national health security statutes, providing 
legal clarity for all participating institutions. This phased approach mirrors successful regulatory 
innovation strategies in financial technology and health data sharing [IDERHA Consortium, 2024]. 

8.4 Real-Time Detection Constraints 

The current framework operates on a weekly batch schedule, suitable for retrospective fraud 
investigation but insufficient for real-time claim adjudication. Many fraudulent claims, particularly 
those involving same-day duplicate submissions or temporary provider enrollments, require detection 
within minutes to prevent payment rather than weeks later when funds may be unrecoverable [EDI 
Sumo, 2025]. 

Recommendation: Phased Migration from Monthly Batch to Weekly to Real-Time. We 
recommend a pragmatic three-phase deployment strategy. Phase 1 (initial deployment) operates on 
monthly batch aggregation, suitable for identifying long-term fraud patterns while minimizing 
infrastructure demands. Phase 2 (mature deployment) shifts to weekly updates as described in this 
paper, enabling detection of emerging fraud schemes within a week of their appearance. Phase 3 
(advanced deployment) transitions to near-real-time detection by implementing streaming federated 
learning, where institutions send incremental gradient updates after every B local batches rather than 
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waiting for scheduled rounds. Real-time eligibility verification systems in health insurance demonstrate 
the feasibility of sub-second response times for claim checks using precomputed model scores, even if 
full model retraining remains batched [Practolytics, 2025]. For the highest-velocity fraud types, the 
global model can be deployed for inference locally at each institution with millisecond latency, while 
updates to the model itself follow a batched schedule. 

9. CONCLUSION & FUTURE WORK 

9.1 Summary of Contributions 

This paper has demonstrated that federated learning offers a technically viable and practically 
deployable solution to the longstanding paradox in national healthcare fraud monitoring: effective 
detection requires cross-institutional data, yet privacy regulations prohibit data centralization. Our 
proposed framework enables multiple healthcare institutions to collaboratively train a fraud detection 
model without any raw patient or claims data leaving their originating institutions, achieving detection 
performance that substantially exceeds isolated local models while remaining within formal differential 
privacy guarantees. 

The key numerical result from our experimental evaluation is compelling: the federated configuration 
with differential privacy (ε=2) achieves an AUC-ROC of 0.863, representing a 0.122 absolute 
improvement over the local-only baseline of 0.741. Importantly, this performance approaches the 
centralized upper bound of 0.921, recovering approximately 94% of the accuracy achievable only 
through privacy-violating data pooling. The privacy-accuracy trade-off is manageable: at ε=2, the 
framework provides strong protection against model inversion and membership inference attacks 
while maintaining fraud detection capability that would save national health systems billions annually 
if deployed at scale. The framework successfully detects cross-institutional fraud patterns-such as 
geographic impossibility claims and provider collusion networks-that are structurally invisible to any 
single institution operating in isolation. 

9.2 Limitations 

Several limitations of this work must be acknowledged. First, our experimental evaluation relies 
entirely on synthetic data rather than real healthcare claims. While the synthetic data generation 
process was carefully calibrated to match statistical properties reported in the literature, real fraud 
detection may reveal complexities not captured by our simulation. Second, our analysis assumes all 
participating institutions follow the honest-but-curious threat model; malicious actors actively 
attempting to poison the global model or extract private information could require stronger defenses 
than those evaluated here. Third, the computational experiments were conducted in a simulated 
federated environment rather than on geographically distributed hardware, potentially 
underestimating real-world communication latency and bandwidth constraints. 

9.3 Future Directions 

Vertical Federated Learning for Complementary Feature Sets. Horizontal federated learning, 
employed in this paper, assumes all institutions share the same feature space (e.g., all parties have 
claims data). However, fraud detection could be significantly enhanced by incorporating 
complementary data sources: hospitals hold clinical features (diagnoses, lab results), insurers hold 
billing features (procedure codes, payment amounts), and pharmacies hold prescription records. 
Vertical Federated Learning (VFL) enables institutions with different feature sets on overlapping patient 
populations to collaborate without raw data exchange [Zhang et al., 2022]. Future work should extend 
the proposed framework to VFL, enabling, for example, a hospital and an insurer to jointly detect 
whether a billed procedure was medically necessary based on clinical notes that never leave the 
hospital [FraudNetX, 2025]. 
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Blockchain for Immutable Audit Trails. While differential privacy protects against inference attacks, 
it does not provide tamper-proof logging of model updates or participant behavior. Blockchain 
technology offers a complementary security layer: each model update can be hashed and recorded on 
a permissioned blockchain, creating an immutable, auditable trail of all training activities [Blockchain-
FL Study, 2025]. This addresses a critical operational requirement for national fraud monitoring 
systems: demonstrating to regulators and the public that the system has not been tampered with. 
Future work should integrate a lightweight consortium blockchain, where participating institutions act 
as validator nodes, ensuring transparency without the energy costs of proof-of-work systems. 

Active Learning to Reduce Labeling Burden. A persistent practical challenge is the scarcity of 
labeled fraud data. Fraud labels require manual investigator review, a time-intensive process that limits 
the volume of training data available. Active learning offers a solution: instead of labeling random 
claims, the model identifies the most informative unlabeled claims-those where its prediction is most 
uncertain-and prioritizes them for investigator review [Malathy et al., 2025]. Future work should 
develop an active learning module that operates within the federated framework, where each 
institution independently applies uncertainty sampling to its local unlabeled claims, and only the 
labeled subset is used for training. This could reduce labeling requirements by 70-90% while 
maintaining detection accuracy, dramatically lowering the operational cost of system deployment. 

Real-World Pilot Deployment. The most critical next step is a controlled real-world pilot deployment 
involving 3-5 healthcare institutions within a single national or regional health system. Such a pilot 
would validate the framework's performance on real claims data, quantify actual communication 
overheads, surface unanticipated regulatory or operational barriers, and generate the evidence base 
needed for national-scale adoption. We recommend that national healthcare security agencies 
prioritize funding for such pilots as a high-value investment in fraud prevention infrastructure. 

Based on the text and citations provided in your paper, here are 20 formatted APA (7th Edition) 
references. These include the foundational Federated Learning papers, the specific healthcare fraud 
studies mentioned, and the regulatory/technical frameworks cited in your implementation and 
deployment sections. 
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